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UFP Fraud Prevention Guide:
As the world is becoming much more digital and connected, we’ve also seen a rise in fraudulent trades and scams. Fraud is becoming so
common that we are all affected in some shape of form and the impact and losses can be devastating, especially for smaller businesses
with tight cash flows.
Fraudsters are forever becoming more creative, elaborate and rather worryingly more emboldened. It is therefore vital that businesses are alert
to the threats and understand their own vulnerabilities whilst adopting vigilant practices to protect themselves against such risks.
So read on to find our tops tips and recommendations to help you reduce the risk of business fraud and keep your business and staff safe.
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1) Always be sceptical
As the old saying goes....if it sounds too good to be true, it probably is. Fraudsters will prey on your desire to make a profit so they may entice you
with large quantities and even pay your full asking price without much resistance. This should be an instant red flag and you should definitely look
closely at the order and thoroughly check through everything, including:
•
•
•
•

Verify the buyer and account details
Check the actual purchase order and compare to previous orders
Check their purchase history for buying patterns
Question the deal/opportunity/payment/delivery etc.

Fraudsters are targeting high ticket items especially consumer goods such as smartphones, tablets, AV and laptops etc. so watch out for any
large enquiries on these types of products.

2) Know your own business inside out
Have a thorough understanding of your own business and its practices, policies and procedures so you know when something looks out of place.
You should know:
•
•
•
•
•

How your business operates and how it does its business.
Who your company employs and the roles and responsibilities of the staff you employ.
What products and services it provides and methods of transactions.
Your target market, customers and competitors.
Your legal and regulatory obligations.
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3) Know your customers and suppliers
When you truly understand your customers and suppliers and know how you trade with them, it is much easier to spot a request or transaction
that looks wrong. Irregularities may be a good indicator of fraudulent trading but there are a number of basic checks and practices that
businesses can adopt to help identify and mitigate potential fraud risk.
•
•
•
•
•
•
•
•

Conduct due diligence using a risk-based approach, such as checking the customer or supplier details you have on file, as well as online searches.
Be wary of any requests or orders from a new buyer that you do not recognise. A quick phone call to your customer can easily verify a
new buyer.
Inspect the actual order paperwork - does it match previous orders (compare order numbers, payment/delivery addresses, style and format etc).
Be wary of changes to payment details or methods of payment. For example, if a customer normally pays on 30 day terms but wants to pay
by credit card for a particular order.
Be aware of delivery requests to a different address or changes to the delivery address at the last minute. This is a common tactic of fraudsters.
Only agree to deliver to the end customer if you know your customer and trust the information you have been given.
Always check that the delivery address exists, fraudsters will sometimes wait at the fake delivery location and transfer goods straight into a vehicle.
Educate your carrier. It is important that you instruct your carrier to not deliver to anyone other that the name and address you have checked
and supplied.

4) Identify areas of your business that may be vulnerable to fraud
It is important to carry out a formal fraud audit of your business at least once a year. Imagine how a fraudster might target your business, both
internally and externally and test the systems you already have in place to reduce risk. Have you identified all vulnerable area and are your
prevention measures adequate?
Here are just a few areas to consider:
•
•
•
•
•

Stakeholders - (customer, suppliers and staff) due diligence, checks, systems/data access.
Data Security - hacks, email, servers, system data, documents, networks, online.
Site Security - building access, visitors, suppliers, service personnel.
Financial - credit risk, payment processing, insurance.
Distribution - suppliers, physical stock, counterfeits, carriers/delivery.

Make sure you and your staff know those systems and regularly review them.
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5) Develop a strategy and talk about fraud
Once you have the right fraud prevention and detection strategy for your business, you must make sure all stakeholders are fully aware of it.
Staff look to owners and management for guidance to acceptable behaviour. Talk about fraud with your staff, suppliers and other contacts. Your
staff need to understand the risks and how losses affect the business and themselves. The best defence against fraud is vigilance and our staff
play the most crucial role.

6) Take extra care against cyber attacks
As technology is increasingly permeating all aspects of our lives and bringing great benefits and efficiencies. It also comes with increased
risks and weaknesses for criminals to exploit. We are now living in a smart, connected, technology driven world which means the threats of
cybercrime are getting greater and more damaging.
Again, it is vital to have robust policies in place to protect your business technology against attacks. This could cover everything from investing in
software or data storage solutions to simple password protocols.

7) Understand your finances
Another area that needs some attention is your finances and it is important to understand how money leaves your business. This means keeping
an eye on:
•
•
•
•
•

What are the methods of payment for various purchases and services.
Who has authority to make those payments.
Credit card usage and statements for fraudulent transactions.
Who checks payments are legitimate?
Check your bank / credit cards statements.

In association with

www.ufpuk.com

Print & IT Distribution

8) Secure and protect your property
A simple but effective way to reduce the threat of fraud is to secure and protect your premises. This includes your building, carpark, IT
equipment, communication and intellectual property. Factor in business insurance to cover these items if they’re compromised or stolen.

9) Develop an action plan
Consider when you might need professional or legal advice. While prevention is better than cure, it’s important for you and your business to be
prepared for the worst. Having an action plan in place will help limit your losses to fraud.

10. Always report fraud and get help
www.actionfraud.police.uk/ is the UK’s national fraud and cybercrime reporting centre. You can also get information about fraud and financially
motivated internet crime. You can also report fraud to the police if you know the suspect or they’re still in the area.
Sharing information and warning others in your business and your industry is a good practice as collective awareness and vigilance is key to
protecting yourselves and others from fraud risk. It is also advisable to inform other institutions such as credit agencies, insurance companies
and banks.
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